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THE MAILING DATE OF THIS COMMUNICATION. 
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- Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 
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1 )□ Responsive to communication(s) filed on 01 March 2000 . 
2a)D This action is FINAL. 2b)[3 This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 1 1 , 453 O.G. 213. 

Disposition of Claims 

4) IEI Claim(s) 7-33 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) M Claim(s) 7-33 is/are rejected. 

7) D Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) D The specification is objected to by the Examiner. 

10) D The drawing(s) filed on is/are: a)D accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1121(d). 
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application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 

13) Q Acknowledgment is made of a claim for domestic priority under 35 U.S.C. § 1 19(e) (to a provisional application) 
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Art Unit: 2134 

DETAILED ACTION 
Claim Rejections - 35 USC § 102 

1. The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

2. Claims 1-4,9, 11-15, 20, 22-26, 31, 33are rejected under 35 U.S. C. 102(b) as being 
anticipated by Patent No. 5,153,919, Reeds, HI et al. 

3. Regarding claim 1, 23, Reeds discloses a method of provisioning a user's broadband 
telephony interface comprising the steps of: 

Receiving the information authenticating a provisioning server (base station, Reeds, col. 

3. line 21-23); 

Establishing a communication channel between the user and the provisioning server over 
which is transmitted authorization information from the user to the provisioning server (Reeds, 
col. 3, line 20-24); and 

Encrypting (hashing, Reeds, col. 3, line 15-16) and transmitting a cryptographic key 
(authentication string, Reeds, col. 5, line 60-61) associated with the user (mobile unit) to the 
provisioning server (Reeds, col. 3, line 15-16). 

4. Regarding claims 2, 13, 24, Reeds discloses claim 1 above, and further disclose that the 
communication channel is a voice channel connection (Reeds, col. 9, line 35-26). 

5. Regarding claims 3,14, 25, Reeds discloses claim 2, 13, 24 above, and further disclose 
that the communication channel is encrypted using an audio channel key (SSD-B, Reeds, col. 6 , 
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line 9-11, 14-16, col. 9, line 46-47) which is encrypted and transmitted to the provisioning server 
prior to establishing the communication channel. 

6. Regarding claims 4, 15, 26, Reeds discloses claim 3, 14, 25 above, and further disclose 
that the cryptographic key associated with the user is encrypted using a session key (Group A 
and B, Reeds, col. 9, line 44-48) which is encrypted and transmitted to the provisioning server 
prior to establishing the communication channel. 

7. Regarding claims 9, 20, 31, Reeds discloses claim 1 above, and further disclose 
cryptographic key associated with the user is a symmetric key (Reeds, col. 10, line 23-24). 

8. Regarding claim 1 1, 22, 33, Reeds discloses claim 1 above, and further disclose a hash in 
included with each transmission (Reed, col. 12, line 48-51). 

9. Regarding claim 12, Reeds discloses a broadband telephony interface comprising: 

a first interface to a user telephone (mobile unit, Reeds, fig. 1, element 22, col 4, line 

20); 

a second interface to a communication network (common carrier) with access to a 
provisioning server (base station) (Reeds, fig. 1, element 10, col. 4, line 10-11, 16-18); 

memory for storing cryptographic keys (Reeds, col. 4, line 43-44); 

a processor connecting to the memory and the first and second interfaces for executing 
program instructions, the program instructions causing the processor to perform the steps of 
(Reeds, fig. 11): 

Receiving the information authenticating a provisioning server (base station, Reeds, col. 
3, line 19-22); 
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Establishing a communication channel between the user and the provisioning server over 
which is transmitted authorization information from the user to the provisioning server (Reeds, 
col. 3, line 20-24); and 

Encrypting (hashing, Reeds, col. 3, line 15-16) and transmitting a cryptographic key 
(authentication string, Reeds, col. 5, line 60-61) associated with the user (mobile unit) to the 
provisioning server (Reeds, col. 3, line 15-16). 

Claim Rejections - 35 USC § 103 

10. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

11. Claims 5-8, 10, 16-19, 21, 27-30, 32 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Patent No. 5, 1 53,919, Reeds, HI et al in view of "Background of the 
Invention" of Patent No. 5,153,919, Reeds, III et al. 

12. Regarding claims 5, 16, 27, Reeds discloses claim 4, 15, 26 above but fails to clearly 
disclose that the session key and the audio channel key are encrypted using a cryptographic key 
that is encrypted using a cryptographic key associated wit the provisioning server and the 
transmitted to the provisioning server with the encrypted session and audio channel key. 

Reed's Background teaches an authentication technique when party A wishes to 
communicate with party B, it sends to authentication server AS his own name, the name of party 
B and a transaction identifier. Server AS returns the name of party B, a session key (session and 



Application/Control Number: 09/5 1 6,236 Page 5 

Art Unit: 2134 

audio channel key), the transaction identifier and a message encrypted with B's key. All that 
information is encrypted with A's key. Party A receives the information, decrypts it, selects the 
portion that is encrypted with B's key (cryptographic key associated wit the provisioning server) 
and forwards that portion to party B. Party B decrypts the received messages and find it the name 
of party A and the session key. A last check is made by party B issuing a challenge to party A 
and party A replies, using the session key (Reeds, col. 2, line 59-68, col. 3, line 1-5). 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify Reeds as per teaching of "Background of the Invention" to include the above 
authentication technique to prevent replays (Reeds, col. 3, line 1-2). 

13. Regarding claims 6, 17, 28, Reeds discloses claim 5, 16, 27 above and further disclose 
that the cryptographic key associated with the provisioning server is received with the 
information authenticating the provisioning server (Reeds, col. 2, line 67-68, col. 3, line 1). 

14. Regarding claims 7, 18, 29, Reeds discloses claim 6 above and further disclose that a 
random nonce (transaction identifier) is included with the encrypted session key (Reeds, col. 2, 
line 63-65). 

15. Regarding claims 8, 19, 30, Reeds disclose claim 1 above, but fails to disclose that the 
information authenticating the provisioning server is a digital certificate. 

Reed's Background teach public key cryptography where a mobile station would 
provided with a public key certificate (digital certificate) of identity, signed by the public key of 
the service provider (provisioning server), stating that the mobile station is a legitimate customer 
of the service provider (Reeds, col. 2, line 20-24). 
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It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify Reeds as per teaching of "Background of the Invention" to include public key 
cryptography to provide another standard class of ways to for solving authentication problems 
(Reeds, col. 2, line 17-18). 

16. Regarding claims 10, 21, 32, Reeds disclose claim 1 above, but fails to disclose that the 
cryptographic key associated with the user is a public key corresponding to a private key stored 
in the broadband telephony interface. 

Reed's Background teach that mobile station using public key cryptography where it 
would be given secret data (private keys) which it can use, together with a certificate, to prove to 
third parties (such as the serving system) that it is a legitimate user (Reeds, col. 2, line 24-27). 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify Reeds as per teaching of "Background of the Invention" to include public key 
cryptography to provide another standard class of ways to for solving authentication problems 
(Reeds, col. 2, line 17-18). 

Conclusion 

17. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Mossadeq Zia whose telephone number is 703-305-8425. The 
examiner can normally be reached on 8:30 - 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Greg Morse can be reached on 703-308-4789. The fax phone number for the 
organization where this application or proceeding is assigned is (703) 872-9306. 
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Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the receptionist whose telephone number is 703-308-3900. 

Mossadeq Zia 
Examiner 
Art Unit 2134 

mz 

12/9/03 
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